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Exercise 1 : 

Answer the following statements with true or false and justify your answer. 

1- A DHCP client always gets the same IP address each time it makes the request. 

2- False, DHCP allows dynamic allocation of IP addresses 

3- It is possible to have several DHCP servers on the same network 

4- True. A client can receive several DHCP offers 

5- A DHCP server can offer clients the default router address. 

6- True, this could be specified in its configuration file 

 

Question 2: Consider an IP network managed by a DHCP server using the address range 

192.168.1.1 to 192.168.1.100. What problems can occur if a customer manually configures 

his machine using the IP address 192.168.1.2? Consider the case where the address is already 

allocated by the DHCP server and the opposite case. 

1- Case where the address is already allocated by the server: address conflicts. 

2- Case where the address is not allocated by the server: The client works normally. 

However, the address is considered free by the server and can be offered to another 

client. 

Question 3: In order to improve fault tolerance, a network administrator decides to set up two 

DHCP servers on two different machines using exactly the same IP address range. What are 

the consequences of this strategy? Do you have a better proposal and what is it? 

➢ Consequence: the same address can be proposed (DHCPOFFER) or even assigned 

(DHCPACK) to two different clients (at the same time because otherwise DHCP tests 

the existence of the proposed address before sending the DHCPACK). 

➢ Proposal: two different ranges 

Question 4:  If a network contains several DHCP servers.  Explain how a DHCP server 

realizes that the offer it made to a client was not successful. 
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➢ By receiving a DHCPREQUEST (message sent in broadcast) which contains the 

identity of the selected DHCP server (which is not its own) 

 

 

a. Identify the IP address of the DHCP server  

192.18.1.1 

b. Identify the IP address that the server proposes for the client  

192.168.1.2 

c. For message 1, does the client know the IP address of the DHCP server? Explain  

 No. The client does not even know if there are DHCP servers or not 

d. For message 3, does the client know the IP address of the DHCP server? Explain  

 Yes, the client has already received the server address in DHCPOFFER  

 

Exercise 2:  

1-the following figures represent the set of packets captured on a network. specify the type of 

attack and the countermeasures 
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➢ dhcp starvation, the attacker changes each time his mac address and asks for an 

IP configuration 

➢ configuration against a measure limiting the number of mac addresses per port 

 

 

 

➢ flood the server with automatic registration requests  

➢ countermeasure: anti-automation process, captcha 

 


