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4.1 Introduction

Autopsy is an open source digital forensics tool
developed by Basis Technology, first released in 2000.
It is a free to use and quite efficient tool for hard
drive investigation with features like multi-user cases,
timeline analysis, registry analysis, keyword search,
email analysis, media playback, EXIF analysis,
malicious file detection and much more.

Course Lab4: Sleuthkit/Autopsy

OPEN | EXTENSIBLE | FAST
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4.2 How to install Autopsy (Windows OS)

Step 1: Download Autopsy from : https://www.autopsy.com/download/

Step 2: Run the Autopsy msi installer file.
Step 3: If you get a Windows prompt, click Yes.
Step 4: Click through the dialog boxes until you click a button that says Finish.

Step 5: Autopsy should be installed now.

4
Mohammed Seddik Ben Yahia University — Jijel SE&I Faculty Computer Science Dep. 2nd year ILM Dr. M.LABENI


https://www.autopsy.com/download/

FORENSIC 25, Course Lab4: Sleuthkit/Autopsy

4.3 Autopsy capabilities

Now, we will see how we can use Autopsy for investigating a hard drive. For that,
we will go through a popular scenario most of us come across while studying
digital forensics, and that is the scenario of Greg Schardt.

The scenario in brief is as follows:

v’ On 09/20/04, a Dell CPi notebook computer, serial # VLQLW, was found
abandoned.

v’ It is suspected that this computer was used for hacking purposes, although
cannot be tied to a hacking suspect from Schardt.

v' Schardt also goes by the online username of "Mr. Evil"

v' and some of his associates have said that he would park his vehicle within
range of Wireless Access Points
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4.3 Autopsy possibilities

v" where he would then intercept internet traffic, attempting to get credit card
numbers, usernames & passwords.

v’ The investigator have to
* find any hacking software, evidence of their use, and any data that
might have been generated.

e Attempt to tie the computer to the Greg Schardt suspect.

v An EnCase image* of the abandoned computer have already been made.

* https://cfreds.nist.gov/all/NIST/HackingCase
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The mission for us is to analyze this Encase Image and answer to questions about
this case. Let's start analyzing this image and solve the case:

1) Once the program is installed, open it and click on "New Case".

[ Welcome &J

. New Case

Open Recent Case

Open Case

Autopsy”®

OPEN | EXTENSIBLE | FAST Close |
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2) Provide the Case Name and the directory to store the case file. Click on Next.

-,

M MNew Case Information 2

Steps Case Information

1. Case Information

2. Optional Information Case Name: Dell_notebook
Base Directory: | C:\Usersiadministrateur \Documents\Forensich,
Case Type: i@ Single-User Multi-User

Case data will be stored in the following directory:
C:WserslAdministrateur \Documents\ForensiciDell_notebook
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3) Add Case Number and Examiner's details, then click on Finish.

M New Case Information @

Steps Optional Information
1. Case Information
2. Optional Information Case
Murnber: 12
Examiner
Mame: Lab
Phone: 8977677389
Email: lab@agmail.com
Motes:

Organization

Organization analysis is being dane for: Mot Specified v] ’ Manage Organizations

Mext = Finish H Cancel Help

<)
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4) Select Host which is used to organize data sources, in this case choose Generate
new name based on data source name and click on Next

M Add Data Source ﬁ

Steps Select Host

1. Select Host

2. Select Data Source Type Hosts are used to organize data sources and other data.
3o SEECEDEEE SOUMTE e —————————— e e e
4, Configure Ingest @ [Benerate new host name based on data source name
5. Add Data Source

(") Spedfy new host name

"1 Use existing host

10
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5) Choose the required data source type, in this case Disk Image and click on Next

M Add Data Source ﬁ

Steps Select Data Source Type
1. Select Host
2. 5Select Data Source Type
3.  Select Data Source | Digk Image or VM File
4, Configure Ingest
5. AddData Source
Local Disk
Logical Files

Unallocated Space Image File

Autopsy Logical Imager Results

¥RY Text Export

< Back H Mext = Finish Help

B
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6) Give path of the data source and click on Next.

Sa=T = -— =

| M Add Data Source

——

X
Steps Select Data Source
1. Select Type of Data Source To
Add
Select Data Source C:\WUsers\nspadm Pownloads \4Dell Lattude CPLEOL

Configure Ingest Modules
Add Data Source

BN

Time zone:  (GMT+5:30) Asa/Calcutta

[«r’ Sector sze:  Auto Detect

< Back Next > Frish Cancel
= 12
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7) Select all the ingest modules we want to run. Ingest modules are all the tests
that can be run on the image to gather information about it. These ingest modules
include tests like hash lookup, email parsing etc then click Next.

M Add Data Source

X
Steps Configure Ingest Modules
1. Select Type of Data Source To
Add Run ingest modules on
2. SelectDataSource @[ b e ———— e selected module has no per-run settings.
3. Configure Ingest Modules £ Fees, Diectones, and Unplocaing Space LIy
A iRt Socn -

NERARRNRNRRNERRR

Select All

Hash Lookup

File Type Identification
Extension Mismatch Detector
Embedded Fie Extractor
Picture Analyzer

Keyword Search

Emal Parser

Encryption Detection
Interesting Files Identifier
Central Repository
PhotoRec Carver

Virtual Machine Extractor
Data Source Integnty

Deselect Al

E3

.

T l"iiexf> |

[tracts recent user activity, such as Web browsing, recentiy us...

5
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8) Analysis of image file is automatically launched. However, it will start
displaying findings as soon as it finds them.

M Hacking_Case - Autopsy 4.17.0

Case View Tools Window Help

P
Add Data Source ﬁ Images/Videos gy Communicatons 9 Geoocation %= Timeine i Discovery || GenerateReport @ Close Case = a &+ Keyword Lsis Qi Keyword Search

Listing

Data Sources
#- B Data Sources

Table  Thumbnal

.

1 Results
® \iews

File Types Save Table as 5V
3y Deleted Fies

- Name Type Size (Bytes) Sector Size (Bytes) Timezone Device ID
All the extracted | &' e wmom s T

= [E Results (2 aDell Latitude CPLEDL

. . . Extracted Content
information can - Extension Msmatch Detected (2
& eb Bookmarks (5)

be found on the R

~  Keyword Hits LY
. i % Single Literal Keyword Search (1)

Ieft SIde Of the i A, S::;le Regjar EII;'pi:ssinn Search ()

% Hashset Hits

Autopsy window. % el essages

A Interesting Items

g Accounts

[ I.H Tags

\ Reports

Y

Analyzing fles from 4Dl Latitude CPLEDL | 4% Bl (1 more..)

W4
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9) At this stage we are ready to start our investigation, which is achieved across
important questions:

Where is the image Hash?

v" In Digital Forensics, as soon as an image is acquired to perform analysis on it, a
hash is calculated to check if the file integrity is intact and not compromised.

v If the acquisition and verification hash do not match, it means our forensic
analysis has changed the image which is not at all intended.

v’ The image hash is “AEE4FCD9301C03B3B054623CA261959A” . It is found in
the File Metadata tab.

Hey Fie Metadata Results
| Name /img_4Dell Latitude CPi EO1 ok
Type EO1

MD3 aeedfcd9301c03b3b054623ca261959a

{ SHA256 Not caiculated v
<



What operating system was installed on the computer ?

Course Lab4: Sleuthkit/Autopsy

The operating system information can be found in the operating system
information of the extracted content (in the left side panel, we go to Results >

Extracted Content > Operating System Information).

- & X |

M Hacking_Case - Autopsy 4.17.0
Help

| Case View Tools Window

Add Data Source a Images/Videos aCommmocaums 9 Geolocation E Timelne (“ Discovery

“ & [uwo |
Operating System Information

& Generate Report * Close Case

i @ Data Sources ~

= @ Views

Table Thumbnai

#- &, File Types
#- % Deleted Fies Path
+- MB File Size
- |&| Results
CHWINDOWS

. Extracted Content
| Encryption Suspected (2)

s v ‘MT
Operating System Information (2) 4

o L
¢

iovees 0
e

& Recent Documents (8)
% RunPrograms (81)
i— #  shell Bags (51)
Ed USB Dewice Attached (1)
# eb Bookmarks (6) I €
& Web Cookies (29)

Hex Text Applcation File Metadata Results Annotations Other Occurrences

=

© ~ Keyword Lists

Product ID

55274-640-0147306-23684 X

Qy Keyword Search

w

2 Resuits|

Save Table as CSV

Organization

i & Web Histocy (887)
&) \Web Search (4) Result: 1 Operating System Information
5 A Keyword Hits M ft \hj d xp !
\
#- N\ Single Literal Keyword Search (0) Type laoso In 0 A's Source(s)
#- "\ Single Regular Expression Search (0) Program Name Recent Activity | A
+- “~ Email Addresses (11287) Date/Time 'RecentAcm-ury ’
= ; ’ ‘
Hashset Hits Path C:\WINDOWS [Recent Activity | ,
3 & E-Mail Messages : :
v < >
L

.- 25 Default ((Defaultl)
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Who is the registered owner?

information about the registered owner of the computer is found in the same
operating system info section in extracted content.

Hex Text Applcation File Metadata Results Annotations Other Ocourrences
| Fesult: 1 of 55 Result = Operating System Information [
X
Type Value Source(s)

: [Recent Activity | A
Owner |Greg Schardt [Recent Activity |

[Recent Activity |,

€ »

The install date can be found in the same operating system info section just below
the OS information.

Hex Text Application File Metadata Results Annotatons  Other Occurrences

Resudt: 1 of 55 Result = Operating System Information
Souroe(s)

Date/Time 2004-08-19 22:48:27 et Aty 8
_R.E'I:Eﬂt Aoty .

Famth ,;-m [Recent Actmity |

L4 >

g
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What is the computer account name?

The computer account name on this computer is found in the same section.

Hex Text Application File Metadata t Results Annotations Other Ocourrences
Resut: 2 of 2 Result & Operating System Information
Name IN-1AS0DN6DKA.Q o A
. Recent Actrvity |~
ATt | ' -REL‘EI'L‘I: Activity i
version |windows_NT [Recent Activity | .
L >

18
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How many accounts are recorded?

The information about the user accounts is found in the Operating system user

account section (In the left side panel, we go to Results > Extracted Content >
Operating System User Account)

p | Hacking_Case - Autopsy 4.17.0

- O X
Case View Tools Window Help
Add Data Source a Images/Videos - Communications 9 Geolocation = Timeine | Discovery |, Generate Report , Close Case ”; )
‘ w A oA * © ~ Keyword Lists Qr Keyword Search
“ O Listing !
Operating System User Account 8 Results
i@ DataSources A | Table
[ ® Yens
i Fie Types Save Table as CSV
Byt Deleted Fles Source Flie S C UserD Username Date Created Count Account Type
+ MB Fie Size & sam = ) S ——
! | 1 14 o ; L ] ‘ 55 S0
[-&| Results 2 el Sl SRR AR
G . Extracted Content g5 4
|| Encryption Suspected (2) g SaM 1+5-21-2000478354-6587 =
«  Extension Msmatch Detected (9) 24 sav SUPPORT 145 50)
W Instaled Programs (32) &5 s : ' : :
g software 51518 aUest
g software k49 HelpAssistant
g software 51:5-20 B e ——

% Run Programs (31)

19



Course Lab4: Sleuthkit/Autopsy

What is the account name of the user who mostly uses the computer?
In the same section, the count section shows how many times the user logged in.

Usemame Date Created Count

Who was the last user to logon to the computer?
The information about the last user to logon to this computer can be found from the

Date accessed column of the user account.

Hex Text Applcation File Metadata Results Annotations Other Ocourrences
| Result: 2 of 5 Resdt 4= = Operating System User Account |
| B m Sourced(s)
Date Created  |2004-08-20 04:33:54 1 e |
Date Accessed :EIJM—I}B-E? 20:38:23 ‘Recent Activity .
Count 15 ~J [Recent Activity |
' ' - 20

W TR



FORENSIC 25,

When was the last recorded computer shutdown date/time?
To find this we go to
C:\WINDOWS\system32\config\software\Microsoft\WindowNT\CurrentVersion\Pref

Course Lab4: Sleuthkit/Autopsy

etcher\ExitTime

M Hacking_Case - Autopsy 4.17.0
Case View Tools Window Help

Created Time

2 e Jo-t R L and s 1! u
S Add Data Source ‘lmaglsteos ."Commncahons 9 Geolocation = Tmeline ({‘ Discovery |, Generate Report ‘OoseCase ' © ~ Keyword Lists
“ ; T —
€ [mg_el Latiude CPLED1vol_volWINOOWS system32lconig
) 1037(2) ~L [}
L 1041(2)
) 1042(2)
B 85444 Name S C Modified Time Change Time Access Time
L 2052(2) RIS VUL LN R Gt B LUTTUUTE ) €A LUUTUUE
o076 SecEvent.Evt 2004-08-19 22:29:15 157 004-08-1 2004-08- )04
LS L @ SECURITY
& ) CatRoot (4)
#- 4 CatRoot2 (9) SECURITY.LOG
4 Com (9) software 2004+
= config (23) software.LOG
il B o software.sav 2004-08-19 22:26:20 15T
- |J) Application Data (4) ;
J! Cookes (3) SysEvent.Evt
& Desktop (2) system 2004-08-27 21:16:33 IST
), Faverites (2) system.LOG
11 1) Local Settings (7) system.sav 2004-08-19 22:26:20 15T
4. My Documents (2) <
4) NetHood (2) L
4 PrintHood (2) Hex Text Appication Fie Metadata Results Annotations Other Occurrences
i Recent ) 5| | Prefetcher ~ 4 Metadata
4 SendTo (§) @ Version " Name: ExitTime
#- 40 StartMenu (4) ® StartTime Type:REG_SZ
) Templates (14) @ TracesProcessed Value
4 dhp (2) ® TracesSuccessfid
@[l Directx (3) @ LastTraceFaiure 2004/08/27-10:46:27
L dlicache (2352) @ ExitCode
L WExitTime v

#- 14 drivers (176)

o: 2!


file:///C:/mNDOWS/system32/config/sojhvare/Microsoft/WindowNT
file://///CurrentVersion/Prefetcher/ExitTime
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Find the installed programs that may be used for hacking ?

The programs installed on the computer system can be found out from the Installed
programs section of the extracted content.

Course Lab4: Sleuthkit/Autopsy

M Hacking_Case - Autopsy 4.17.0
Case View Tools Window Help

' Add Data Source ‘Imagesmdeos .;Cotmbons vGedocauon Eﬁnehe ‘-{ Dscovery |, Generate Report 'OoseCase

€

7 @8 Data Sources
- @ Views
4 £ File Types
% Deleted Fles
MB File Size
Results
B extracted Content

s Encryption Suspected (2)

o-n 2@

« % Installed Programs (32)

et 110)
B4 Operating System Information (2)
{=g Operating System User Account (8)
& Recent Documents (8)
% RunPrograms (81)
+— #  shell Bags (51)
Ed USB Device Attached (1)
4 \ieb Bookmarks (6)
& \Web Cookies (24)
‘- & Web History (887)
& Web Search (4)
=Sey Keyword Hits
#- "\ Single Uteral Keyword Search (0)
#- N Single Regular Expression Search (0)
#- N Emai Addresses (11287)
®  Hashset Hits
= & E-Mail Messages
-85 Defauit (IDefault])

o

~

- o X
B © - rkeyworduss Qg Keyword Search
e | =
Instaed Programs 32 Results
| Table  Thumbnail
[} Save Table as CSV
Source Fie S C Program Name Date/Time Data Source
%/ software Ethereal 0,10, 2004-08-27 15:29:19 IST 4 trude CPI.E
) software inPcap 3.01 M-08-27 15:15:19 IST 4Del Latude CPi.E(
% software
! software 12 A 004-08-20 1S S 4Dell Latkude CPI.E
. software Powertoys F 00,0000 04-08-20 15:12:4 40l de CPi.ED
% software miR 4 10:04 15T 4Dl Latkude CPI.E
% software HTML 4 15 4Dell de CPI.E
% software FTF 20 15:09:02 157 4Dell Latitude CPi.ES
% software Forté £ 2004-08-20 15:08:1 4D Pi.ED
TR Vi Ev o)
Program Name _|Network Stumbler 0.4.0 (remove only) Recent Activity | A
Date/Time 1zoo+os-27 15:12:15 ' ‘ [Recent Activity
Source File Path 1 fmg_<Dell Latitude CH5.E0 1/vol_vol2/WINDOWS fsystem32/config/software l'v
< >
22
97
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From previous window there are eight programs that can be used for hacking:

Cain & Abel v2.5 beta4d5 (password sniffer & cracker)
Ethereal (packet sniffer)

123 Write All Stored Passwords (finds passwords in registry)
Anonymizer (hides IP tracks when browsing)

CuteFTP (FTP software)

Look@LAN 2.50 Build 29(network discovery tool)

Network Stumbler 0.4.0 (wireless access point discovery tool)

o R S B B S VR S

. WinPcap 3.01 alpha (provide low-level network access and a library that is

used to easily access low-level network layers.)

Mohammed Seddik Ben Yahia University — Jijel SE&I Faculty Computer Science Dep. 2nd year ILM Dr. M.LABENI
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Perform an Anti-Virus check. Are there any viruses on the computer?
Malicious files (if any) are found in the Interesting Items section of the extracted content.

M Hacking_Case - Autopsy 4.17.0 - ] X
Case View Tools Window Help
P .- 3
@ Add Data Source .Imagsteos {4y Communications vGeolocanon :_Tmehe ‘,{‘Dscovefy i Generate Report ‘OoseCase .n © ~ Keyword Lists Q Keyword Search

€ 3 1) =
© @ Extracted Content % l';:':"‘g Hiewm 1 Resulty
i| ) Encryption Suspected (2) Thumbnail '

= Extension Mismatch Detected (9) Save Table as CSV

% Installed Programs (32)

/> Metadata (10) 5
7S Operiig Syt &fionaean (4 Possible Zip Bomb (1)
|

i g Operating System User Account (8)
i & RecentDocuments (8)
% RunPrograms (81)
i~ #  ShelBags (51) U
- K4 USB Device Attached (1)
i 4 Web Bookmarks (6)
i@ Web Cooides (29)
& Web Hstory (887)
i @ Web Search (4)
2"\ Keyword Hits [}
@\ Sngle Literal Keyword Search (0)
#- "N Single Regular Expression Search (0)
-\ Email Addresses (11287)
% Hashset Hits
= & E-Mai Messages
¥ g] Efault nbegﬁn
= 2K Interesting Items
#- 3K Possble Zip Bomb (1)

& Email (2
(@ Tags
& Reports v

w7

24
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4.4 Go further with Autopsy

List the network cards used by this computer?
The information about the network cards on this computer can be found in the following Windows file:
C:\WINDOWS\system32\config\software\Microsoft\WindowNT\CurrentVersion\NetworkCards

M Hacking_Case - Autopsy 4.17.0 - a X
Case View Tools Window Help
Add Data Source ﬁ Images/Videos mCmmmcat-ms 9 Geolocation .':-:. Tmeline li Discovery [, Generate Report * Close Case ﬂn © ~ Keyword Usts Qy Keyword Search
€ L | Lstno i
There ar‘e tWO network ‘ s X ,’;:;;DdLeu!udeO’s,EO1,‘vol_\voI2M'lNDO'A'S/system321<onﬁq 23 Results
i ' ( 1
. | L 1041(2)
cards on this notebook: ) 0020 Save Table 25 CS¥
. o 1054(2) Name S C Modified Time Change Time Access Time Created Time Size frgg]
* Oneis aCompa WL110| T b8 ‘ . seacins BN oo ;
- p q L 3076 (2) SecEvent.Evt i
Wireless LAN PC Card R e nies p
+ ‘ atRoot (4)
. . i o SECURITY.LOG
e and another is Xircom ! sy —
\ 2 config (23) software.LOG
CardBus Ethernet 100 + | L @ sysemprone (19 s
¥ 4. Application Data (4) ?
Modem 56 (Ethernet J Cookes (3 S in
1 )\ Desktop (2) system
|nterface). J Favorites (2) system.L0G
- Local Settings (7) system.sav 1-08-19 22:26:20 1 2004-08-19 22:32:15 1 004-08+19 05:30;00'T 04-08-19 22:26/18 1 3120 ¥
40 My Documents (2) < >
4 NetHood (2)
. PrintHood (2) Hex Text Application Fie Metadata Results Annotations Other Occurrences
i Recent (2)‘ Midmap ~ : Metadata
& SendTo (6) ¥ ModuleCompatibiity N"”" Description
i)l StartMenu (4) & Network Type:REG_SZ
J\ Tempiates (14) S| NetworkCards Aebire
b dhp (2 - .
5 ) Drectx (3 4 Compaq WL110 Wireless LAN PC Card
> @ ServiceName
4 dicache (2352)
¥ drivers (176) % ® m e
~ 2 w7
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4.4 Go further with Autopsy
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A search for the name of “Greg Schardt” reveals multiple hits. One of these proves that Greg Schardt is Mr. Evil and is
also the administrator of this computer. What file is it? What software program does this file relate to?

The file that reveals all
this information is:
C:\Program Files\Look@
LAN\irunin.ini

M Hacking_Case - Autopsy 4.17.0
Case View Tools Window Help

q e e . b g < 4
v Add Data Source ‘lmages/\hdeos uConmncahms 9 Geolocation ::.Tmehe (‘{ Discovery |jj, Generate Report .OoseCase

&~

< 4 Program Files (36)
A 123WASP (9)

4 ). Accessories (3)

4 L Agent (20)

34 Anonymizer (6)

#- 0 Cain (39)

L CHAT(2)

#)- 40 Common Files (8)

+ 4 ComPlus Applications (2)

@ ). DirectX (3)

4 ). Ethereal (45)

$- 4 Faber Toys (10)

#- 4 GlobalSCAPE (3)

#- ) Internet Explorer (10)

- ) Look@LAN (18)
4 Report (4)
4 sounds (7)
Messenger (14)
. microsoft frontpage (3)
. miRC (16)
Movie Maker (8)
MSN (4)
MSN Gaming Zone (3)
NetMeeting (23)
Network Stumbler (15)
Onine Services (5)
Outiook Express (14)
- PLUS! (9)

=}

-8

ol o kR R TR A

- (m] X
B © - remordusts Qy Keyword Search
o 1 Listing o
| . .
{img_4Del Latitude CPi.E01/vol_vol2/Program FiesLook@LAN 18 Results!
~ | Table Thumbnai
Save Table as CSV
Name S5 C Modfied Time Change Time Access Time Created Time Q
| irunin.ini 2004-08-25 21126/ 10IST 200%-08-2S 21:26:10 15T 2004-08-25 21:26:10 157 21:26:09 I5T <
frunin.ing 2004-08-25 21:25:27 157 1:25:27 15T 2004-08- 21:26:00 15
lalassoc.dat 2003-04-27 19:01:26 15T 2004-08-2 04-02-16 16:21:14 IST
lalservices. dat 4-0 54:3 5 19T 2004-08- 04-02-16 16 14 157
License. txt 2004-02-17 16:18:00 IST 21:26;11 157 2004-02-18 1° 04-02 S5 IST
Look @LAN on the WES.url 4-0 01:% 11157 4-02-1 49:( 004-02-17 16:01:39
LookAtHost.ENG 0:1 07 15T +-0€ 04-02 15 271
LookAtHost.exe 2003-06-18 17:30:17 15T M 1ST 041 15 I
LookAtLan,ENG 2004-02-18 15:21:40 15T 07 15T 04-02-18 05:05:22 1
LookAtLan.exe 2004-02-18 15:21:39 157 0 4 151 4-( 0 115 G
< >
|
Hex Text Fie Metadata Annotations Other Occurrences
Strings Indexed Text
Page: 1 of 1 Page Matches on page: - of - Match 100% ,O,@ Reset Text Source: File Text v
YOCREZNWIDUIY=300 o N g— O A
$REGOWNERA=CGreg Schardt
SREGORGANIZATIONS=N/A [} 3
v
V7

26
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4.4 Go further with Autopsy

Course Lab4: Sleuthkit/Autopsy

This same file reports the IP address and MAC address of the computer. What are they?

The IP address of this
machine is 192.168.1.111
and the MAC address is
0010a4933e09. The LAN
user is Mr. Evil. This
confirms that Mr. Evil and
Greg Schardt are one and
the same.

M Hacking_Case - Autopsy 4.17.0

Case

&

View Tools Window Help
Add Data Sour magesNideos &' = . = ]
i e ‘ J{ 3 ¥ Communications Geolocation [ % Timeline (,{ Discovery |, Generate Report ® Close Case © ~ Keyword Lists Qg Keyword Search
£ [lstng AN
g - 18 ts
e . F_w Latiude CPL£01/v0L_vol2Program Fles Look@LAN Reas
L 123WASP (9) Les
#- ). Accessories (3) Save Table as CSV
8 Agent (20) Name S C Modified Time Change Time Access Time Created Time &l
¥ 4 Anonymizer (6) A
) canco (®een ] o1

o CHAT (2
#- 4o Common Files (8)
4. ComPlus Applications (2)
@ 4 DrectX (3)
#- 4 Ethereal (45)
+-4 Faber Toys (10)
4 GlobalSCAPE (3)
5. Internet Explorer (10)
4 Look@LAN (18)
# 4 Report (4)
4. sounds (7)
4 Messenger (14)
# 4 micosoft frontpage (3)
4. mIRC (16)
-4 Movie Maker (8)
-4 MSN(9)
+- 4. MSN Gaming Zone (3)
4 NetMeeting (23)
4. Network Stumbler (15)
+- |4 Onine Services (5)
. Outlook Express (14)
@ PLUS! (9

runin.ing
Ialassoc.dat Z003-04-27 19:01:26 IST
laiservices.dat

License. txt 4-02 6:18:0
Look@LAN on the WES.url 4-02-17 16;01:21 15T
LookAtHost. ENG 1
LookAtHost. exe 2003-06-18 17:30:17 IST 2004-08-27 Z0:48:04 I5T 2004-08-26 20:28:25 157
1
1

LookAtLan.ENG 4-02-18 15:21:40 157
LookAtLan.exe 2004-02-18 15:21:391ST
< >

Hex Text Fie Metadata

Strings Indexéd Text

Page: 1 of 1 Page Matches on page: - of - Match Text Source: File Text v

ﬁLANMINQﬂI-lASODNGZXK‘ZL& &
SLANUSERS=Mr. Evil

SLANIPS=192.1€8.1.111
v § SLANNIC®=0010a4533e05 =

$ISWINSSS=FALSE w7
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An internet search for MAC address vendor name/model can be used to find out which network interface was
used. In the above answer, the first 3 hex characters of the MAC address report the vendor of the card. Which
Network Interface Card was used during the installation and set-up for LOOK@LAN program?

(- G @ @ a hitps://macvendors.com " @ ﬁ i, m\ ED lg

O MA:CV:en:do:rs Home APl Plans About Register Login

Find MAC Address Vendors. Now.

Enter a MAC Address

0010a4933e09

XIRCOM

The Vendor of this Network Card is XIRCOM.

28
Mohammed Seddik Ben Yahia University — Jijel SE&I Faculty Computer Science Dep. 2nd year ILM Dr. M.LABENI



FORENSIC 25, Course Lab4: Sleuthkit/Autopsy

4.4 Go further with Autopsy

What is the SMTP email address for Mr. Evil ?

SMTP or Simple Mail Transfer Protocol is a protocol used to send emails. The SMTP email address if present on
the system can be found in C:\Program Files \Agent\Data\AGENT.INI.

| M Hacking_Case - Autopsy 4.17.0 - O X
| Case View Tools Window Help
Add Data Source ‘ Images/Videos wmmum 9 Geolocation E Tmelne , | Discovery i GenerateReport g Close Case d“ © ~ Keyword Lists Q Keyword Search
€ e |uste | A b
Jfimg_4Dell Latitude CP1.EO 1/vol_vol2/Program Files/Agent/Data 36 Results
1 TR it g ® | Table Thumbnai
o 123WASP (9)
3, Accessories (3) Save Table as CSV
4 Agent (20) Name S C Modfied Time Change Time Access Time Created Tme Size &]
4. Al_COD (40) ;
H i 00001698.0AT e » A . . : . = : %
L temp (2 00001698.1DX
] i Anonymizer (6) AGENT.INI 2004-08-25 21:46,07 1ST  2004-08-25 21748:07 IST  2004-06-25 21;48:07 IST - 2004-08-21 00:58:37 157
] #1- 4 Cain (39) errorog. txt 004-08-21 01:17:30 1 2004-08-21 01:17;3015 04-08-21 01:1
B CHAT () FILTERS.DAT
%)}, Common Files (8) :
ComPlus Applications (2) FILTERS.IDX 2004-08-21 02:43:06 IST  2004-08-21 02:43:05 15T  2004-08-21 02:43:06 15T 104-08-21 02:43:06 157
3 4 DirectX (3) GROUPS.DAT
#- 4 Ethereal (45) GROUPS.IDX
3148 FaberToys (10) GRPDAT.BAK 2004-08-21 02:43:07 IST  2004-08-2521:27:34 IST  2004-08-25 21:27:34 15T
+ 4. GlobalSCAPE (3) B — T e P S5 e T S == 3 = $
31 Intemet Explorer (10) GRPIDX.B, 004-08-21 02:43:07 IST 2009 1:27:34 14-08-25 21:27:34 1 04-068-21 00:5 0 |
=~ 4 Look@LAN (18) < >
4. Report (4)
4. sounds (7) Hex Text File Metadata Results Annotations Other Occurrences
4. Messenger (14) Strings Indexed Text
3 4. micosoft frontpage (3)
mIRC (16) IPage: 1 of 1 Page Matches on page: - of - Match 100% QE Reset Text Source: |File Text v
£ Movie M, t -, -
I Mo S 99 FullName="Mr Evil" >
34l MSN(9)
#- ) MSN Gaming Zone (3) EMailAddress="whoknowsme@sbcglobal .net"
NetM 23
- N:m;?( ) (15) v |Organization="N/A" v
w7

TS

The SMTP email address is “whoknowsme@sbcglobal.net”.
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4.4 Go further with Autopsy

What are the NNTP (News Servers or netNews) settings for Mr. Evil?

This information can be found in the same file as above.

Course Lab4: Sleuthkit/Autopsy

M Hacking_Case - Autopsy 4.17.0 - O X
Case View Tools Window Help
v o L ond s
% Add Data Source ‘lmagsteos iy Communications 9 Geolocation %= Tmelne | Dscovery [, GenerateReport (g Close Case =2 o + Keyword Lists Qp Keyword Search
€ & stg | — Lo
; Jimg_4Dell Latitude CPi.EO 1/vol_vol2/Program Files/Agent/Data 36 Results
=@ Data Sources " | Table Thumbnail L\\?
2 B el Lattude CPIE0L | This is a DataResult window | ‘
voll (Unallocated: 0-62) Save Table as CSY ‘
= vol2 (NTFS /exFA(T )(0x07): §3-9510479) Meie s Grested Thne e &
@ < (1006) 00001698.IDX 2004-08-25 21:48:07 IS 2004-08-25 42 ~
L $Extend (5) o AGENT.INI ( 113
V. Sunalioc (4) errorlog. txt 605
4} . Documents and Settings (7) FILTERS.DAT
& 4. My Documents (11) FLTERS. IDX
=}- 4. Program Files (36)
L 123WASP (9) GROUPSDAT 2004-05-2521:27:3415T  Z004-08-2521:27:34 15T 2004-05-2521:27:34 15T 2004-05-21 00:58:37 15T 63565
3L Accessories (3) GROUPS.IDX 44
Z- 0 Agent (20) GRPDAT.BAK 4 1 ‘
# ALCOD (%0) GRPIDX.BAK 31 563880
i - Deta (36) RANGES.BAK 2004-08-21 02:43:07 15T 004-0 4 1 34 15T &4
¥ 4 Anonymizer (6} v
34 Cain(39) < >
4 CHAT (2
#- 4 Common Fies (8) Hex Text File Metadata Results Annotations Other Occurrences
&£ ComPlus Applications (2) Strings Indexed Text
- [J Drectx (3) —
31l Ethereal (45) Page: 1 of 1 Page Matches on page: - of - Match 100% ,@,@ Reset Text Source: Fille Text v
3 ). Faber Toys (10) ey A
# 4 GlobalSCAPE (3) = =
3. Internet Explorer (10) NewsServer="news.dallas.sbcglobal.net
3¢5 LookGLAN (18) MailServer="smtp.sbeglobal.net" y
L Messencer (14) 4
w7

The Network News Transfer Protocol Server being used is “news.dallas.sbcglobal.net”.
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Course Lab4: Sleuthkit/Autopsy

What the installed program that shows this information ?

We searched for local settings of all programs and found the information about this news server in the

local settings of Outlook Express.

M Hacking_Case - Autopsy 4.17.0
Case View Tools Window Help

15| ot Ll
@ Add Data Source .lmooesteos 6Conmncam 9 Geolocation ::.dehe ({‘ Discovery [, Generate Report éclosecase

€

ources
¢ll Latitude CPi.EOL
voi1 (Unallocated: 0-62)
vol2 (NTFS [ exFAT (0x07): 63-9510479)
$OrphanFies (0)
$CarvedFiles (1006)
$Extend (5)
$unalloc (4)
. Documents and Settings (7)
L All Users (9)
Default User (38)
LocalService (8)
Mr, Evil (19)
| Application Data (6)
| Cookies (27)
Desktop (3)
Favorites (6)

0-5-9-0 EREEE

SrEEEY

O S
Ar‘;auum CPLE01 ol _vol2/Documents and Setings Mr. EvijLocal SettingsAppicatin Data/Identies EF086998-11154ECD-98 13-9ADC06 TB925) Mirosoft Out

~ ] X

B" o - repordists

Q Keyword Search

-

T Local Settings (7)
4. Application Data (5)
£ ) Identibes (3)
- {EF085998-1115-45CD-9513-5ADCO6784929)
-3 Maosoft (3)
. Outlook Express (31)

*
T-HEEES

# [ Mcrosoft (6)

4. Hstory (4)

4 Temp (8)

4\ Temoorary Internet Files (4)

B8

Name S C Modfied Time Change Time Access Time Created Tir
& [current folder] 2004-08-21 02:44:23 IST 2004-08-21 02:94:23 IST 2004-08-21 02:45:52 IST 2004-08-2%
4. [parent folder] 004-08-21

. alt. 2600, cardz. dbx
alt. 2600, codez.dbx
alt. 2600, crackz.dbx
ait. 2600.dbx
alt. 2600 . hackerz.dbx
ait. 2600.moderated. dbx
alt. 2600. phreakz.dbx
alt. 2600, programz.dbx

<

Hex Text

.Sk".";s Indexed Text
Page: 1 of 3 Page 9 | Matches on page: - of - Match 100% O @ Reset
AT D e el e el L2 - 35 €2 4Hoger4Helphoger _ivan@yahoo.com A

news.dallas.sbcglobal.ne:OOOOOOOZ bh it quick!<bSS€3dae.0407270651.6£255deblposting.google.com>Re: free card, T
N T T I T T gorvémedianis .net (fingaup)<a3la7b4£.0407250734.20e9€78posting.google.com> <

20040725151733.230958.00002392@mb~m07 . a0l .com>newsmstlla.news. prodigy.com alv.2€00.cardz:35¢€27fingaupigorvimedianis.n Vv

w7

Fie Metadata Results Annotations  Other Occurrences

Text Source: File Text v

S
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Course Lab4: Sleuthkit/Autopsy

List 5 newsgroups that Mr. Evil has subscribed to? We can find this information in the same file as above.

M Hacking_Case - Autopsy 4.17.0

Case View Tools Window Help

User Mr. Evil subscribed to over 23 news groups :

&

vol1 {Unallocated: 0-62)

vol2 (NTFS [ exFAT (0x07): 63-9510479)
V. $OrphanFies (0)
W $CarvedFiles (1006)

1.Alt.2600.phreakz 2. Alt.2600 3. Alt.2600.cardz
4. Alt.2600codez 5. Alt.2600.crackz 6.
Alt.2600.moderated 7. Alt.binaries.hacking.utilities

8. Alt.stupidity.hackers.malicious 9. 3 g

Free.binaries.hackers.malicious 10. EE ey

alt.nl.binaries.hack 11. s

Free.binaries.hacking.talentless.troll_haven 12. ) . (1)

alt.hacking 13. free.binaries.hacking.beginner 14. D
8- |4 Desktop (3)

alt.2600.programz 15.
Free.binaries.hacking.talentless.troll-haven 16.
alt.dss.hack 17.

-4 Favorites (6)
J Local Settings (7)
=~ 14 Appication Data (5)
J) Identities (3)

4 {EF086998-1115-4ECD-9813-9ADC06 784929}

free.binaries.hacking.computers 18. Moot (3 )
. . a Anaka . Outiook Express (31
free.binaries.hacking.utilities 19. o [l Massoft 6

-4 Hstory (4)

alt.binaries.hacking.websites 20.

£y Temp (6)
alt.binaries.hacking.computers 21. L R
alt.binaries.hacking.websites 22. alt.binaries.h | = M@ )

Land
Add Data Source @Lmages."\')deos mCmmcam 9 Geolocation - Timeiine (i Discovery

= 0 X
GenerateReport g Close Case mm © ~ Keyword Lists Qy Keyword Search
Listing S
Jimg_40el Latitude CP1,E01/vol_voi2/Documents and Settings/Mr, Evil Local Settings/Applcation Data/identities/{EF086998-1115-4€CD-9813-5ADC06 784929} Microsoft/Outla |
" | Table  Thumbnal
Name § C Modified Time Change Time Access Time Created Tr |
o [current folder]
arent folder] [\ 2 1 0; 2 ] 26 ]
. 3t 2600, cardz, dbx . 2004-06-21 02:57:17 15T |2004-06-21 02:57:17 15T | 2004-06-2) 02:57:17 15T | 2004-06-2 |
alt, 2600,codez.dbx 1 1 }
3t 2600, crackz, dbx
alt. 2600.dbx
alt. 2600, hackerz.dbx
alt. 2600, moderated. dbx
alt, 2600.pheeakz. dbx
alt. 2600.programz.dox

<

Hex Text File Metadata Results Annotations  Other Occurrences

Strings  Indexed Text

| R |
Page: 1 of 3 Page = | Matches onpage: - of - Match 100% OB Reset Text Source: |File Text vi|
A

al .cards

( (MSGCOL_FLAGS & ARF_WATCH) != 0 || (MSGCOL_FLAGS & ARF_IGNORE) != 0)

Help Please<40de2d25.577683€0news monroeaccess. net-Help Pleaseluckylaol.com

pausmEtAla DesE Bradigncom Al 2600 cazdz 288 £ o kuBanl conluckubasl com 2
v’

acking.beginner 23. alt.2600.hackerz
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Course Lab4: Sleuthkit/Autopsy

A popular IRC (Internet Relay Chat) program called mIRC was installed. What are the user settings

that were shown when the user was online in a chat channel?

We can find this information in the .ini file of the installed program mIRC. The path to this program is in

“C:\Program Files\mIRC\mirc.ini”

The user settings that were
shown when the user was
online and in a chat channel
are :

user = Mini Me

email = none@of.ya

nick = Mr

anick = mrevilrulez

“

Rl S RRr S IR T AR Y

M Hacking_Case - Autopsy 4.17.0

Case View Tools Window Help

J. DICTIONARIES (8)
4 ENUMERATION (4)
. EXPLOITATION (4)
. FOOTPRINTING (4
4 MISCELLANEOUS (5)

NOVELL (20)

$ .-

4. Program Files (36)
1 123WASP (9)
. Accessories (3)
& Agent (20)

Anonymizer (6)
Cain (39)
CHAT (2)

4 4, Common Fies (8)
4. ComPius Applications (2)
4 4 DrectX (3)
#- 4 Ethereal (45)
J. Faber Toys (10)
o GlobalSCAPE (3)
.. Internet Explorer (10)
. Look@LAN (18)
o Messenger (14)
4 microsoft frontpage (3)
. mIRC (18)

4 channels (3)
J. download (2)
i logs (19)

4 sounds (2)

o]

~

v

> =
Add Data Source ﬂlmaoesteos ."‘Com\mtms 9 Geolocation :\.Tmelm ({ Discovery |, GenerateReport

Listng

u"l

* Cose Case

Jmg_4Dell Latitude CPLEO1/vol_vol2/Program Files/mIRC

Table  Thumbnail

Name S C Modified Time

alases.in
rantro.hp
mirc.exe
mirc.hip
popups.ini
readme. txt
servers.ini
wrls.ini

versions, txt
<

Hex Text File Metadata
Strings Indexed Text

Page: 1 of 1 Page

Matches on page: - of - Match

user=Mini Me
email=none@of.ya
nick=Mr
anick=mrevilrulez

Change Time

Access Time

Amnotations  Other Occurrences

100% O D Reset

sSERVER:losangeles.ca.us. undernet.org: €EE0CROUP :Undernet

© ~ Keyword Lists

= a X

Qi Keyword Search i

16 Results |

» o)
|

!
|

Save TableasCSV ||
|

Created Time size 48|

Text Source: |Fie Text v

V7|
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4.4 Go further with Autopsy

This IRC program has the capability to log chat sessions. What are IRC channels that the user of

this computer accessed?
This information can be accessed from C:\Program Files\mIRC\logs file.

The IRC channels that this user :““‘"”"*"“'“”‘°"”"“”‘° = = R

Case View Tools Window Help

a Ccesse d a re : | Add Data Source ﬁ Images/Videos g Communications 9 Geolocation : Timelne 1, Discovery Generate Report | g Close Case M“ © ~ Keyword Lists Qy Keyword Search ‘

¢ O |t v ol
h ol vol im? |
5 (4 DICTIONARIES (8) A Jimg_4Dell Latitude CP1.EO 1/vol_vol2/Program Files/mIRC logs 14 Results

2 ENUMERATION (4) Table  Thumbnail
Ushells.undernet.log e . T
FOOTERINTING (4) |

Elite.hackers.undernet.log b MiscaLmEOUS 9 e e o 5 P ATy

NOVELL (20) #Chataholics.UnderiNet.log N

Mp3xserv.undernet.log { Pogunes GO scoecae rdemet i

L 123WASP (9) #Elite Hackers.UnderNet.log

Accessories (3)

Chataholics.undernet.log 53 Agec seifork EFnetog

#funny.UnderNet.log

3 34 Anonymizer (6)
Cybercafé.undernet.log b oy i
. 2 #1SO-WAREZ EFnet.log

M5tar.undernet.log @it et et g

DrectX (3) #mp3xsery.UnderNet.log

Thedarktower.afternet.log o 3 Ebeea s Sthedakiover ARerET o

44 Faber Toys (10) < >

Funny.undernet.log 4 Troion |

.. Internet Explorer (10) Hex File Metadata ta
Look@LAN (18) ) —— ——

Luxshe".undernet.log i i “Page: 1 of 1 “Page GotoPage: | T Sump to Offset peasperyy H
- 4 mirosoft frontpage (3)

Evilfork.efnet.log } e (5

.. channels (3)

N X K X

download (2)

Iso-warez.efnet.log S G
sounds (2) v

Houston.undernet.log | | o

34
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Course Lab4: Sleuthkit/Autopsy

Ethereal, a popular “sniffing” program that can be used to intercept wired and wireless internet packets was
also found to be installed. When TCP packets are collected and re-assembled, the default save directory is
that users\My Documents directory.

What is the name of the file that contains the intercepted data?

After going through the
Documents folder, we
found the file that
contains the intercepted
data. It's name s
“interception” which is a
packet capture file.

Mohammed Seddik Ben Yahia University — Jijel

Case View Tools Window Help

S
Add Data Source almages/\'»deos mComwxanons 9 Geolocation o Timelne l; Discovery

€ > o]

& Data Sources 2

5 3 el Latitude CPLEDL
voll (Unallocated: 0-62)
vol2 (NTFS [ exFAT (0x07): 63-951047%)
V. $OrphanFies (0)
V. SCarvedFies (1006)
L $Extend (5)
Vv $unaloc (9)
4. Documents and Settings (7)
- 40 All Users (9)
¥ | J Default User (98)
¥ 4 LocalService (8)
-4 M. Evil (19)
& Appication Data (6)
4 Ethereal (4)
#- |4 Identites (3)
¥ | L Microsoft (8)
4 Cookies (27)
- |4 Desktop (3)
¥4 Favorites (6)
4, Local Settings (7)
¥, Appication Data (5)
£ |4 Hstory (4)
£l Temp (6)

H-14) Temporary Intermet Files (4)
9 e My Documents (6)
L My Music (4)
L. My Pictures (4)
SE&I Faculty

13 ]
Generate Report @ Close Case u © ~ Keyword Lists Qp Keyword Search

w

Listing !
19 Results]|

|fimg_4Dell Latitude CP1.ED 1/vol_vol2/Documents and Settings/Mr. Evil
: Table Thumbnail
Save Table as CSV

Created Time Size &l !

~

Name S C Modified Time Change Time Access Time

4. My Documents 4:39:51 15T 04-08-20
J.. NetHood

L) PrintHood

) Recent

) SendTo V-1 434 15T 41

L Start Menu

). Templates

TG TORoN |

.ZWZRZH'IJaS-7‘?? 11:0015 Y 7 2004-08-27 21:11:00 IS 73372
M-08-27 21:16:23 15T 54 v

< >

2004-08-27 21;11:001ST  |2004-08-27 21:11:00 IST

Hex Text File Metadata Results Annotations Other Occurrences

Type Flle System Al
MIME Type applic a‘l Displays mftadati arboutrthe file.|
Size 173372

File Name Allocation Allocated

Metadata Allocation  Allocated

Modified 2004-08-27 211100 IST []\f v ‘
< > |

85

Computer Science Dep. 2nd year ILM Dr. M.LABENI



FORENSIC 25, Course Lab4: Sleuthkit/Autopsy

Viewing the file in a text format reveals much information about who and what was intercepted. What

type of wireless computer was the victim (person who had his internet surfing recorded) was using:
Viewing the file “interception” in text format revealed that the victim was using Windows CE Pocket PC wireless

com puter.
M Hacking_Case - Autopsy 4.17.0 - ] X
Case View Jools Window Help
== Add Data Source ‘unages/meos &y Communications 9 Geolocation Ema—-e &4 Dscovery [, GenerateReport g Co = s=mit) -
P o [ew | P/1.1
Lo oo . fmo_Dell Lattude CPLEO/vol_voi2/Documents and Settings M. Evd GET /hm/folder.aspx HTTP/1.l
| 53 MUsers(®) bz ... Accept: */*
‘ m”gﬁ’m(‘) UA-0S: Windows CE (Pocket PC) - Version 4.20|
b B Cocmenst® “"’""_ & _'_'°°_ ""’7 “'" — c“"“ UR-COloT: COloIle
i :m@) " # Printrood 20040019 2230:9 5T 20040 [A-pixels: 240x320
' vorites i n 2004-08-26 20:35:14 15T 2004 >
) Sttt sl FotdsapmIT 20 H-CPU: Ingel(R) PRA2SS
). Templates (2) UA-Voice: FALSE
e o b , Referer:
i 4 LocalService (8) s Templates 4 ACLIEIET.
L M. Evil (19) .gtk-bookmarks 2004-05.27 20:10:43 157 2004 http://mobile.msn.com/hm/folder.aspx?ts=10936012948£ft3=10935664596f0lder=ACTI
3 & “"’2“".,,;",’25?3‘6’ interception BLLOSI 0 VE&msg=0
5[l 1dentives (3) ”W“sa;t’t A:oe s : UA-Language: JavaScript
n .dat. 2004-08-27 21:16:23 1 X 8
(‘Zoo:ezo(:‘;;t o ntuser.ini 2004-08-27 21:16:2Z3 15T  2004-( Accept-EnCOdlng: ‘QA%A;\.R' deflate
LB Desioe (9 < User-Agent: Mozilla/4.0 (compatible; MSIE 4.01; Windows CE; PPC; 240x320)
o st = Host: mobile.msn.com
=} & Local Settings (7) Hex Text File Metadata . Results Annotations © ; A
4 () Applcation Data (5) [ grarm— Connection: Keep-Alive
3 4 History (4) e e e e TE =EN - . =]
3-8 Temo 6 Page: 1 of 5 Page = | Matchesonpage: - of - Match Cookie: \Jx'wcv en-US; 9\/\;\» L
b B Temporary Inkemet Fies (4 rpr— MSPAuth=5vuMneQNFDhOsFVrAbKrt*qeed0GESSmKzi31T1CIheFdbNgQyPyqubrB97DYRuoTwoAS
3 UR-OS: Windows CE {Pocke: PC) — Version 4.20 Im13iTARRT7ATIE 746T.N4S
Tym‘?_:) UA-colox: colozxlé / ’ = '
. My Pictures (4) UR-pixels: 2402320
3+ 3l NetHood (9) v |UA-CPU: Intel (R) PXA25S v
[ w7

36
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4.4 Go further with Autopsy

What websites was the victim accessing?
Even this information can be obtained from the same file “interception”. We found two websites the
victim was accessing, Mobile.msn.com and MSN Hotmail Email.

Pl
GET /hm/folder.aspx HTTP/1.1
Accept: */*
UA-0S: Windows CE (Pocket PC) - Version 4.2ﬂ
UA-color: colorle
UA-pixels: 240x320
UA-CPU: Intel(R) PXA255
UA-Voice: FALSE
Referer:
http://mobile.msn.com/hm/folder.aspx?ts=1093601294cfts=1093566459&folder=ACTI
VE&msg=0
—Language: vavascript
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.0 (compatible; MSIE 4.01; Windows CE; PPC; 240x320)
Host: mobile.msn.com
Connection: Keep-Alive
Cookie: lc=en-US; cr=1;
MSPAuth=5vuMneQNFDhOsSFVrAbKrt*geedCGESSmKzi31T1CIheFdbNgQyPyqubrB97DYRuoTwoAS
Im13iTARR=T72ATITE Z4A48T.NAS .
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How many executable files are in the recycle bin?

M Hacking_Case - Autopsy 4.17.0
Case View Tools Window Help

€

) DICTIONARIES (8)
J. ENUMERATION (4)
4. EXPLOITATION (4)
J. FOOTPRINTING (4)
4 MISCELLANEOUS (5)
=

- = wcati S :
- Add Data Source ‘Imogeslv-deos umm VGedocaoon :Tm ‘{ Discovery [, Generate Report CdoseCase

o]

~

5-1-5-21-2000478354-688 789844- 1708

2L hnd),

i
c1Rd

3/ 104

AT
& WIN9S (103)
#-[J) WINDOWS (109)
vol3 (Unaliocated: 9510480-9514259)
- ® Views
= |&| Resuts
& [l Extracted Content
[ Encryption Suspected (2)
< Extension Mismatch Detected (9)
% Installed Programs (32)
+</> Metadata (10)
i~y Operating System Information (2)
i~ [g Operating System User Account (8)
& Recent Documents (8)
+~% RunPrograms (81)
i # shell Bags (51)

T 1SR Navera Atbarhad 71)

Listing

B® o - keywordlsts

Course Lab4: Sleuthkit/Autopsy

yimg_4Dell Latitude CPI.E01/vol_vol2/RECYCLER /S-1-5-21-2000478354-688789844-1708537768-1003
Table  Thumbnai

Name
4 [current folder]
[J [parent foider]

./ Dcl.exe
L Dc2.exe
Ly De3.exe

./ Dcs.exe

w7
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4.4 Go further with Autopsy

How many files are actually reported to be deleted by the file system?

This information can be found out from the INFO2 file.

N Hacking_Case - Autopsy 4.17.0

Case View Tools Window Help

€ o]

J) DICTIONARIES (8) &
4. ENUMERATION (4)
4. EXPLOITATION (4)
4. FOOTPRINTING (4)
4 MISCELLANEOUS (5)
4 NOVELL (20)
4 4. Program Files (36)
=+ 4 RECYCLER (3)
s S5-1-5-21-2000478354-688789844-170853776¢
. System Volume Information (3)
Temp (2)
WINOS (103)
- 1l WINDOWS (109)
vol3 (Unaliocated: 9510480-9514259)

555888

[

d- ® Views
Z- & Results
5 B Extracted Content
i [} Encryption Suspected (2)
+ Extension Mismatch Detected (9)
%) Installed Programs (32)
/> Metadata (10)
g Operating System Information (2)
- IBg Operating System User Account (8)
@ Recent Documents (8)
% Run Programs (81)
# Shell Bags (51)

3| 1G8 Nanvdira Attachad (1)

| Add Data Source ‘lmagesl\hdeos '.iCormuicabons 9 Geolocation ETM (i Discovery [lj, Generate Report ‘cosecase

| Listing

Table  Thumbnat

Name

4 [current folder]

4 [parent foider]
Dcl.exe
Dc2.exe
Dc3.exe
Ded.exe
desktop.ini

&

| <
|

S C Modified Time

{img_4Dell Latitude CP|.E01/vol_vol2/RECYCLER[S-1-5-21-2000478354-688789844- 1708537768-1003

Hex Text File Metadata Annotations - Other Occurrences
Strings Indexed Text
Page: 1 of 1 Page Matches on page: - of - Match 100% ,G)Q Reset

C:\Documents and Settings\Mr
C:\Documents and Settings\Mj

000

\Documents and Settings\Mr
D and. SassinasiMr

:\Documents and Settings\Mr "

Mohammed Seddik Ben Yahia University — Jijel

SE&I Faculty

Evil\Desktop\lalsetup250.exe
Evil\Desktop\lalsetup250.exe
Evil\Desktop\netstumblerinstaller_0_4_0.exe

-}, © ~ Keyword Lists

Text Source: File Text

Course Lab4: Sleuthkit/Autopsy

Evil\Desktop\netsturblerinstallez_0_4_0.exe

Teil\NackraniWindaan 2 A1 s ava
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FORENSIC 25, Course Lab4: Sleuthkit/Autopsy

4.5 Case Study conclusion

On being asked to find out any evidence that this laptop was used for hacking, we found in our forensic
investigation that this laptop belonged to Greg Schardt who also has a online persona “Mr. Evil”. We
found his operating system as Windows XP and he was running Ethereal, a packet interception program
to capture network traffic. Apart from Ethereal, his system had six other programs which were used for
hacking. He was active among many hacking related IRC channels and news groups. Binding this
evidence with what his associates said about him, we can come to a conclusion that this laptop belonged

to Greg Schardt and he was involved in hacking activities. This case can be closed now.
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