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1. Electronic data acquisition
2. Computer Forensics technics and tools
3. Volatility Framework
4. Autopsy (Sleuthkit)
5. FTK (Forensic ToolKit)
6. Guidance software EnCase & ProDiscover Forensic
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Course Lab6: Guidance software EnCase & ProDiscover Forensic

6.1 Guidance software EnCase
6.1.1 EnCase functionalities
6.1.2 A Hard Drive Preview with EnCase
6.1.3 EnCase Features

6.2 ProDiscover Forensic
6.2.1 ProDiscover Forensics Features
6.2.2 ProDiscover Tools
6.2.3 ProDiscover Underrated Features
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EnCase™ Forensic is recognized globally as the standard for digital forensics and is a court-proven solution built
for deep-level digital forensic investigation, powerful processing and integrated investigation workflows with
flexible reporting options. It is built with a deep understanding of the digital investigation lifecycle and the
importance of maintaining evidence integrity.
EnCase Forensic empowers any examiner to seamlessly complete any investigation, including investigations of
mobile devices.

Encase Forensic acquires data from a wide variety of devices, completes a forensically sound* investigation and
produces extensive reports.

With EnCase Forensic, examiners can be confident the integrity of the evidence will not be compromised. All
evidence captured with EnCase Forensic is stored in the court-accepted EnCase evidence file formats.

*Digital evidence is said to be forensically sound if it was collected, analyzed, handled and stored in a manner that is acceptable by

the law, and there is reasonable evidence to prove so.

6.1 Guidance software EnCase

6.1.1 EnCase functionalities
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Course Lab6: EnCase & ProDiscover

EnCase Forensic has been used in thousands of court cases and is known for its ability to uncover evidence that
may go unnoticed if analyzed with other solutions.

EnCase Forensic doesn’t just deliver an “artifacts first” approach but also lets investigators dive deep into the
operating system to locate artifacts that would otherwise be well-hidden by bad actors.

EnCase Forensic supports the latest smartphones and tablets, including more than 36,000 mobile device
profiles, all while empowering the examiner to conduct logical and physical acquisitions.

From the new investigator to the seasoned examiner, each level of user can find the evidence they need with
mobile acquisitions in EnCase Forensic.



5

Course Lab6: EnCase & ProDiscover

EnCase Forensic artificial intelligence capabilities process images into 12 categories using visual threat
intelligence technology.

Examiners can quickly filter by confidence level and identify previously unidentified contraband with near-
zero false positives.

Offering the broadest support of operating and file systems, artifacts and encryption types, EnCase Forensic
enables the investigator to provide conclusive results with a detailed analysis of findings.
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With EnCase Forensic, digital forensic investigators can collect evidence from cloud-based applications,
including social media, storage and communication tools.

EnCase Forensic users can now take advantage of the popular optical character recognition (OCR) capability.
Which helps investigators extract embedded text from scanned images, documents and PDFs. OCR not only
helps investigators get to evidence that is hiding but also increases their productivity by automating the task,
reducing the time needed to process a case and improving the efficiency of the investigation.
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Course Lab6: EnCase & ProDiscover

Also included is the ability to uncover more evidence with expanded social media artifact support and the ability
to review online content parsed directly from a suspect’s browser history. Social media artifact support includes
Twitter, Instagram, LinkedIn and Facebook.

This enhanced capability allows law enforcement and government agencies to determine social connections
between persons-of-interest and discover how recovered artifacts came to be, while successfully used as
evidence in court.
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Course Lab6: EnCase & ProDiscover

6.1.2 A Hard Drive Preview with EnCase
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6.1.3 EnCase Features
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Course Lab6: EnCase & ProDiscover

6.1.3 EnCase Features (Cont.)
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ProDiscover Forensics is a comprehensive digital forensics software that empowers investigators to capture
key evidence from computer systems. ProDiscover has capabilities to handle all aspects of an in-depth
forensic investigation to collect, preserve, filter, and analyze evidence.

An investigator can use the tools and features of ProDiscover to identify discrete bits of evidence and
connect those to form a cohesive picture. ProDiscover provides capabilities to analyze the nature and the
modalities of the cybercrime. Evidentiary quality reports can be prepared and presented in the court of law.

6.2 ProDiscover Forensic

Course Lab6: EnCase & ProDiscover
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Course Lab6: EnCase & ProDiscover

6.2.1 ProDiscover Forensics Features
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ProDiscover is a digital forensics product company founded in 2001. ProDiscover Pro is dashboard and
management tool for the company’s ProDiscover Forensics and ProDiscover Incident Response solutions.
ProDiscover Forensics offers a wide variety of features to handle every aspect of an in-depth forensic
investigation to collect, preserve, filter, and analyze evidence. This includes integrated AI/ML tools for image
and video analytics, extensive automation and scripting, cloud forensics, and automatic report generation.
ProDiscover Incident Response can determine the scale of a breach or compromise through features such as
memory forensics, real-time actions, system state monitoring, and user privilege management.

ProDiscover Incident Response (IR) has capabilities to determine if a system has been compromised and to
what extent. Corporate network security personnel can take action in real-time to protect such systems
under attack from malicious hackers and disgruntled employees.

Course Lab6: EnCase & ProDiscover

6.2.2 ProDiscover Tools

6.2.2.1 ProDiscover Incident Response
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Additional Features with ProDiscover Incident Response
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A repository and dashboard for ProDiscover Forensics and ProDiscover Incident Response. The Pro version can
be hosted on premises for collaborative investigations.
Data and files from computer systems and remote services that are being investigated or monitored, can be
stored, organized, and collaboratively reviewed by authorized investigators.

Course Lab6: EnCase & ProDiscover

6.2.2.2 ProDiscover Pro

Additional Features with ProDiscover Pro
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6.2.3 ProDiscover Underrated Features


